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1.  Purpose

1.1  All devices used for college business—no matter whether they are owned by the College, by
the user, or by a third party need to be protected from theft and/or unauthorized access.
This standard specifies the minimum-security requirements that users must comply with to
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4.6  The use of alarms is highly recommended, especially to protect devices used to store
medium, high or very high risk information.

5. Use of non-college-owned devices

5.1 The College recognizes that it is often convenient for users to use their personal-owned
devices for work purposes and such use is permitted provided that they manage their
devices in accordance with this standard.

5.2  Some users may also use devices supplied by third parties in connection with College
business. Users, in consultation with College IT Staff, are responsible for determining whether
these services meet the minimum-security requirements in this standard; for example, Health
Authorities have good information security measures in place, and it is acceptable to use

APPROVED v2024.04.29 Page 3 of 3



