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1. Introduction 
1.1 User accounts control access to College information and systems and as such they must be 

effectively protected against unauthorized access.  
1.2 This document defines standards that College staff must comply with when securing these 

accounts.   

2. Account Protection Requirements 
2.1 All user accounts must be secured with: 

 passphrases or passwords that follow the Passphrase and Password standard; and 
 multifactor authentication; or 
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5.3 Authentication systems must not store account passwords in clear text. Where possible, 
passwords should be stored using a strong cryptographic hash and salted. 

5.4 Where possible, authentication systems should support the use of a banned password list, 
and not allow Users to set easily guessable passwords from the banned password list.  

5.5 Where possible, authenticated application sessions must timeout as follows, after which 


