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1. Purpose 
1.1 This defines the standards for the creation and use of passphrases to protect College 

electronic information that employees handle 
1.2 Passphrases (sequences of words or other text) and passwords (words or strings of 

characters) are common and important ways to access and protect digital information on or 
off the internet through almost any type of device. Consequently, attackers attempting to 
access information use a variety of tools to guess or steal passphrases/passwords. 

1.3 In summary, the top three ways to keep a passphrase/password safe and protect the 
information are: 

 create a strong passphrase/password 
 guard it carefully (e.g., do not share it or write it down); and 
 avoid reusing it for other systems. 

2. Creating a Passphrase 
2.1 Use a passphrase with a minimum of 8 characters and including a mix of uppercase, 

lowercase, a number and a symbol. If a minimum of 8 characters is not technically allowed by 
a system, use a complex password that contains upper- and lower-case letters, numbers and 
symbols that is as long as possible. Guidelines for consideration: 

 To create a passphrase, consider using a phrase of disconnected words that you can 
picture in your head (e.g., "plug-in sunshine 2 thimbles" or "4StingersSingPaint!"). 

 To create a complex password when a passphrase is not an available option, consider 
using the first letter of each word in a phrase. For example, "I ride my bike to school at 
7 AM!" becomes "Irmbtsa7AM!". 
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 each time a passphrase/password change or reset occurs, a multi-factor 


